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On August 27, 2004, the President signed HSPD-12 “Policy for 
a Common Identification Standard for Federal Employees and 
Contractors” (the Directive). The Directive requires the development 
and agency implementation of a mandatory, government-wide standard 
for secure and reliable forms of identification for Federal employees 
and contractors. As required by the Directive, the Department of 
Commerce issued Federal Information Processing Standard 201 (the 

Standard).

It further specified secure and reliable identification that —
Is issued based on sound criteria for verifying an individual employee’s identity>>

Is strongly resistant to identity fraud, tampering, counterfeiting, and terrorist exploita->>
tion 
Can be rapidly authenticated electronically >>

Is issued only by providers whose reliability has been established by an official accredi->>
tation process.

Compliance with the Standard requires the activation of at least one digital certificate on the 
identity credential for access control. This digital certificate (and any optional digital certifi-
cates on the identity credential) must originate from:

1)	 An agency certification authority cross-certified with the Federal Bridge Certification 	
	 Authority at medium assurance or higher by December 31, 2005; or 

2)	 An approved Shared Service Provider.
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Agencies must require the use of the identity credential for system access. Implementing 
Password Authority, with CAC authentication, as a front-end password management system 
to all other servers, devices and applications provides a rapid means of achieving compliance 
to the directive.

Cloakware Password Authority benefits include:
Auditable front-end access to all devices, systems and applications especially for those >>
that do not support second-factor authentication mechanisms
Resolution of shared account usage to a unique, authorized ID>>

Broad Common Access Card vendor support via JAAS integration>>

Automated release of credentials to applications that execute on behalf of humans like >>
automation scripts
Automated password management for devices, servers and applications to eliminate >>
human knowledge of access information
Group-based access control to restrict which devices, servers and applications are ac->>
cessible to a user
Role-based access control to restrict the capabilities available to a user>>

Password access policies including “change on view”, “dual approval”, “check out/in”, >>
“help-desk ticket integration”
Complete audit reporting of all access and administrative activities>>

While many devices, servers and applications may support second-factor authentication 
there are many others that do not. With Cloakware Password Authority it is possible to allow 
all devices, servers and applications to continue to use the ID/password paradigm for access 
control but with Password Authority these ID/password pairs will be managed. Allowing 
devices, servers and applications to remain password based eliminates the retrofit effort and 
cost to enable smartcard authentication. 

Automating the password change process for devices, servers and applications allows for fre-
quent and regular changes according to the criticality of the specific system. Automating the 
process eliminates the human effort to implement the change, eliminates the potential for 
human error, and eliminates the knowledge of the then current password which increases the 
security of the system. 

Password Authority delivers authenticated and authorized on-demand access to the current 
password required to connect to a system for both administrators and applications or scripts. 
Authenticating to Password Authority creates an audit record for the access activity which is 
then linked to the specific ID/password pair being accessed. Password access policies provide 
the additional granular controls over how and when a user can gain access to an account and 
password.

Binding the CAC supplied identity information to specific roles and groups with Password 
Authority limits the visibility and capability of the authenticated user to the systems under 
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management. Roles and groups allows for adherence to the principles of lowest level of privi-
lege and separation of duties.

Reporting of the access activity for the accounts under management provides the proof that 
accounts are being managed and released under the appropriate controls and policies as de-
fined by the deploying organization.

Cloakware Password Authority can complement and accelerate your HSPD-12 compliance 
efforts. This paper discusses just a few of the benefits of the solution as they relate to HSPD-
12. Please contact Cloakware for a more detailed explanation of our Password Authority 
solution.

© 2008 Cloakware Inc. All rights reserved. 

This document is provided “as is” with no warranties, expressed or implied, including but not limited to any implied warranty of merchantability,fitness for a particular purpose, or freedom from infringement. CloakwareCor-
poration and/or Cloakware Inc. may have patents and pending patent applications, or other intellectual property rights that relate to the described subject matter. ‘Cloakware’ and Password Authority are trademarks of 
Cloakware Corporation. All other names herein are the trademarks of their respective holders. The furnishing of this document does not provide any license, expressed or implied, by estoppels or otherwise, to any such 
patents, trademarks, copyrights, or other intellectual property rights. Cloakware Inc. assumes no responsibility for error or omissions in this document; nor does Cloakware Inc. make any commitment to update the 
information contained herein. This document is subject to change without notice. CW-PP-HSPD12-USE-FED-20090306 

About Cloakware
Cloakware provides innovative, secure, 

proven software technology solutions that 

enable customers to protect business and 

digital assets in enterprise, consumer and 

government markets. The company has two 

main product lines: Cloakware Datacenter 

Solutions help organizations meet Govern-

ance, Risk Management and Compliance 

(GRC) objectives for privileged password 

management while ensuring business con-

tinuity and the security of mission-critical 

data and IT infrastructure. Cloakware Con-

sumer Product Solutions protect software 

and content on PCs, set-top boxes, mobile 

phones and media players. Protecting more 

than one billion deployed applications today, 

Cloakware is the security cornerstone of 

many of the world’s largest, most recogniz-

able and technologically advanced com-

panies. Headquartered in Vienna, VA and 

Ottawa, Canada, Cloakware has regional 

sales offices worldwide.
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